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ABSTRACT

IP traffic from Spain and Sweden is analysed. Traffic models for enterprise and for residential
traffic are presented as well as a content locality and a round trip time analysis. Trends in the
parameters of the general traffic are investigated and comparisons are done between the
different regions.
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1 EXECUTIVE SUMMARY

The high level characteristics of the traffic are described in chapter 4. Comparisons have been done
with previous deliverables in order to analyze trends. Regarding network traffic, it can be represented
in various aggregation levels, and various levels of detail, time resolved or not, etc. It is shown that the
daily traffic profiles in the different networks are quite similar with some slight variations in peak hours
between Spain and Sweden. In the Spanish CMTS network the traffic volume is stable throughout the
week whereas in the Spanish GGSN network there is more activity during the weekend.

A detailed analysis of the activity of the users shows that in the Spanish CMTS network the number of
subscribed users that had any activity has slightly increased comparing March 2008 and March 2009
(around 9%). However, in the Spanish GGSN network the increase has been very significant, around
52%, reflecting the fact that the penetration of Internet access in mobile broadband devices is
ongoing. The average bit rate per active user remains stable in the Spanish CMTS network (only 3%
increase), in contrast with the GGSN network, where an increase of 35% has been registered,
probably due to the increasing popularity of the flat rates and more availability of 3G terminals.

We have also studied IMS VolIP traffic for enterprise users. There are five types of IMS Data, register,

noti fy, subscribe, Vol P call tendmbermofkhe session (69%pand s cr i be o
iRegbstakes up The VaPucalls iBcludé.four types: completed calls, incomplete calls,

rejected and cancel. Completed call is the largest part of the VolP calls, about 68%. The cancel call

accounts for about 27%. The measurements also show that the holding time has peaks in the morning

and in the afternoon. The busy hour is from 10:00 to 11:00 in the morning wich can be expected for

enterprise users. The number of busy hour VolIP calls account for about 14% in the total VolP calls.

The number of calls succeeded in conversation divided by total number of calls is almost 100% from

0:00 to 7:00 in the morning but during daytime it decreases to 70%. This indicates potential quality

problems for VolP calls.

Round Trip Time (RTT) analysis is presented based on the measurements in the Spanish commercial
network. Round trip time (RTT) is the time required for a packet to travel from a source to a destination
and back. In this analysis, the method of measuring RTT is via the TCP SYN and SYN-ACK packets.
Every packet has a timestamp and the RTT is calculated by the time difference between a certain
SYN packet and the corresponding SYN-ACK packet. This is a method to measure the delays that
have significant impact on user perceived quality of numerous applications. Web experience of users
or the online gaming experience is mainly determined by the underlying data download times. It is also
important that popular P2P applications are also sensitive to the underlying delay characteristics of the
Internet. In case of these P2P applications geographical locations can also significantly influence the
delay-sensitive system performance™:. In the area of wir eless Internet the delay is even more crucial
characteristics of the perceived quality of the applications for mobile users™. As a summary we can
see that the wired part of the network (CMTS) gave RTT values between 30ms and 100ms measured
between Spain and most of the European countries. We can see that the RTT is not higher than
100ms by reaching USA due to the high speed transoceanic links between Europe and USA. The
highest RTTs are found in between Spain and Asian or South American countries having values
around 400ms.

Subscribers have been clustered according to their usage of applications and their generated traffic
volume. A large number of applications are used, and this number has increased dramatically over the
course of the project. Top 10 % of the households in the Swedish fiber network are totally dominant in
bandwidth, and the 90 % bound of households generate an amount of traffic equivalent to
downloading 2 full length movies per day on average, slightly more in uplink. For the Spanish
networks, the cluster measurements in the Spanish CMTS network revealed that the traffic volume of
the users is more balanced between different services, although eDonkey is still responsible of most
the uplink traffic of many users. The popularity of multimedia streaming and BitTorrent are increasing
among the users.

P2P file sharing applications are still generating a huge amount of the traffic, although it is decreasing
in favour of the streaming traffic (both audio and video streaming) and gaming. We have shown how
the traffic was affected by the Swedish enforcement of the European IPRED directive, with a dramatic
50 % decrease in traffic on the 1st April 2009, and a slow growth after that, resulting in losing
approximately the equivalent of one year of traffic growth. Applications are grouped in categories, both
for the Spanish and Swedish networks. Here, the same trend can be seen, that the relative share of
file sharing traffic is going down, but still dominant, giving more space to especially streaming
multimedia traffic. In the Spanish CMTS and GGSN networks it was found that the share between the
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different application groups during the peak hours is similar to the one obtained if the whole day is
considered. It is also noticeable that the amount of encrypted traffic is much higher in 2009 compared
to 2008.

An extensive study on the Swedish FTTH networks was been done in 2009 on measurement data

that was captured on a backbone network router. Both flow and packet level analysis are carried out to
reveal the main characteristics of the traffic
view and network point of view. The analysis includes the application share characteristics by the data
volume, number of packets and number of flows. An analysis of individual flows is also given for flow
duration and flow size statistics.

There is a detailed user ranking analysis characterizing total, incoming and outgoing traffic. Because
of the importance of dominating P2P applications BitTorrent and DirectConnect user ranking results
are also given. User penetration by services is studied and results are provided in the report..

A deep analysis of flow statistics are carried out and distributions of flow sizes, bytes in flows for
total, TCP and UDP flows are given. Furthermore, flows are also investigated by the distribution of
packets in flows. After the flow level analysis the report continues with the results of the packet level
analysis. Finally, a scaling analysis is performed by using wavelet based tools and related results
based on logscale diagrams are presented.

We have also studied social networking applications in the Spainsh networks. It is shown that
Facebook is very popular among the users (considering one week 50% of the users that had any
Internet activity used Facebook in some moment in the Spanish fixed network) and more popular in
the Spanish mobile network than in the fixed one. This leads to the conclusion that Facebook can play
a significant role in the mobile networks.

In the fixed network the Facebook users are accessing Facebook more frequently than in the mobile
network (more than the double) and spending more time than in the mobile network (approximately
four times). The results show that in the mobile network the session length is much shorter than in the
fixed one (nearly the half).

2 STATE OF THE ART

In the TRAMMS project we analyze and characterize Internet traffic, to find and establish patterns
rather than to find new mathematical modules for simulation use. Brownlee and Claffy argue for the
former', while Hlavacs et al give an overview of the state of the art models for the latter". Patterns are
established by user and/or application behaviour, and can be used to identify services currently
exploiting the available network resources and thereby controlling flows or streams on individual basis.

Arbor Networks, the University of Michigan and Merit Network have studied global Internet traffic from
110 large cable operators, international transit backbones, regional networks and content providers for
a period of two years ". Content is moving from a multitude of smaller or medium sized providers to a
few, very large host, cloud and content providers. These so called hyper giants generate and consume
30% of all Internet traffic. Facebook, Google, YouTube and Microsoft are found by the hyper giants.
Another finding is that P2P traffic carrying video and application distributions is decreasing while a
smaller number of web and video protocols are carrying more and more of this type of content. Also
seen is the change of business models from IP wholesale transit to provisioning for enterprise, content

hosting and VPNs.

Fraleigh et al present a passive monitoring system for capturing packet-level traces on high speed
links". Measurements have been performed in the Sprint IP backbone. The collected information is
time stamped with a GPS-synchronized global clock. They state that the importance of thorough
understanding and knowledge of the dynamics of traffic.

Streams and flows are important Internet concepts. Brownlee and Claffy have classified streams by
lifetime". Approximately 45% of them have a very short life, less than 2 seconds. These are called
dragonflies. Others, called tortoises, have lifetimes of hours to days, but carry a high proportion of
data, 50-60% of the total load on a link. Another classification is by size; the authors name them mice
and elephants. Lifetime and size are independent dimensions, however. Minghzhe et al. study the
characteristic content of streaming media". The content of these streams are dominated by propriety
audio and video formats. Video, encoded for broadband connections with low resolution is the major
contributor.

Meiss et al. highlights the lack of typical behaviour in web traffic"'. Their analysis shows that probability
distributions for connections and flows are heavy-tailed, and there is no trivial correlation between

at
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connectivity patterns and flow of information. The user behaviour pattern statistics is described as
anomalous.

Silverstone et al. state that Internet users are changing roles from passive consumers to producers
and publishers of content™. In their study they investigate P2P IPTV traffic, which they predict will
contribute to the overall increase of Internet traffic. These applications are challenging to study since
they use propriety and unpublished protocols. It is also important to separate signalling from the actual
content delivery for a better understanding of the behaviour and impact on the networks. By
participating in a couple of P2P IPTV communities the authors could study the application behaviour
and the traffic patterns generated. The mesh architecture is often inspired by BitTorrent ™ and Donet”.

Riihijarvi et al. propose new metrics for studying traffic behaviour and characterising®. They
emphasise multiscale entropy analysis for studying rich structures on different time-scales from
different measurements. Characterisation of traffic is one suggested area for these metrics. Since the
complexity of the computation of the suggested metrics is low, the methods can be used in real time
analysis.

A new self-adapting sampling algorithm is proposed by Zeng et al.. The algorithm evaluates the
network traffic trend to adapt the sampling interval. The method is especially valuable in cases of
bursty traffic. The method is more accurate and gives more precise traffic estimates with fewer
samples than currently used sampling algorithms.

One method to classify traffic is Communities of Interest (COI) suggested by Kalafut et al.". Though
primarily intended for traffic differentiating, the method is also suggested to be used to predict future
traffic patterns. A COl is constructed for each enterprise customer and contains those entities that are
known to have a figoodod communication with that custo

data, e.g. Netflow data™".

Characterisation of applications is becoming more delicate, but at the same times more cruzial. Simple
port mapping is not sufficient, since applications use several ports or make use of wellknown ports
allocated for other applications. Application signatures may vary or may be hidden due to encryption.
Rocha et al presents a method for discriminating applications based on multiscale analysis™.
Multiscale parameters derived from traffic measurements are used for clustering analysis which leads
to application identification. Another and quiet different approach is to skip the characterisation and
see the application as a black box™'. Instead Wang et al suggests the use of what they call
Environmental Performance Metrics collected from several IT related resources and by applying a
statistical model and analysis to complete the performance analysis.

3 NETWORK AND SUBSCRIBER INFORMATION

This chapter summarizes information about the networks that have been used for the traffic
measurements. More detailed information about the networks can be found in D3.1 i Traffic
characterization™. However,, the measurements in the Swedish municipal network No 3 has been
added and have been performed during 2008 and analyzed during 2009. Therefore this network is
described in more detail here.

3.1 Swedish municipal networks

The Swedish have been done in two municipal network. The FTTH network offers broadband Internet
access as well as other services such as IPTV to its customers. However, due to the special
implementation of IPTV that uses multicast addresses, we have excluded IPTV traffic from the
analysis. The network is an open fiber-based city network. This means that the customers can
independently and freely choose among the services offered by the different providers connected to
the network.

Most of the households have Fiber-To-The-Home (FTTH) broadband access. Approximately 2600
FTTH households were included in the measurements. The FTTH households are spread all over the
town, representing many social groups, both with Swedish and foreign background and culture. Data
from the first Swedish municipal network are analyzed in chapter 6 and 7.

The second Swedish municipal network provides Internet access, IP telephone, cable TV and IPTV for
the residential and business segment over DSL and fiber. There are several service providers for each
of the services. However, only the user behavior of IPTV is studied by capturing IGMP traffic from 350
IPTV subscribers.

D3.3 Traffic Models Public 7 (75)
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There are three core routers that constitute a 2 Gbps backbone. All service providers connect to one
of the core routers. 550 Ethernet layer 2 switches are placed in the residential covered area. Over 300
km optical cables are connected to all areas. The bandwidth for each household can reach 100Mbit/s
at maximum. Every household with an IPTV service has a digital residential gateway (DRG) which
functions as a layer 2 unit. Data from the second Swedish municipal network are analyzed in chapter 5
and 6.

3.2 Spanish commercial network

The Spanish network has an optical fiber based network with a FTTC (Fiber To The Cabinet)
approach using coax and copper in the last mile (namely CMTS (Cable Modem Termination System)
and ADSL (Asymmetric Digital Subscriber Line)). Additionally, the Spanish network infrastructure is
used for aggregating mobile traffic as well.

Measurements of residential traffic using cable modem, as well as GPRS/UMTS traffic (mainly
enterprise traffic) have been collected. In this case TRAMMS had the possibility to measure in two
different CMTSs, each of them hosting 10.000 subscribers. Regarding the GGSN measurement point,
Internet traffic from around 250.000 mobile subscribers has been gathered. Data from the Spanish
commercial network is analyzed in chapter 5 and 6.

3.3 RedIRIS Network

RedIRIS™ is the Spanish NARN (National Academic and Research Network). This network
interconnects and allows Internet access to more than 300 Spanish institutions, mainly universities
and R&D (Research & Development) Centers. The full list of institutions can be found in the RedIRIS
Web page™". Data from the RedIRIS networks is analyzed in chapter 4.

4 NETWORK TRAFFIC LOCALITY
In Deliverable 3.2, an analysis of network traffic locality was performed both for the incoming (traffic
sent from the Internet to the universities) and outgoing (traffic sent from the universities to the Internet)
of several universities within the RedIRIS network. In addition, the same analysis was also performed
with the mix of the traffic in both directions. Analyzing the locations of end-to-end flows is increasingly
important in order to understand the trends in the Internet application usage. For network operators,
traffic exchange has direct impact on their business, making this kind of analysis a crucial part of the
business intelligence for network management.

On the one hand, the results in that deliverable show that the majority of the packets, around 40%, are
sent and received within Spain. This is not unexpected since all the studied traffic comes from Spanish
users and they naturally connect mainly to Spanish sites or to sites with content in Spanish. The
United States comes in second place with 20% of the sent and received packets. As the United States
is a leading nation in research and IT, this is of course expected. Moreover, the majority of the visited
web pages are hosted in the United States. In third place we find some of the most important countries
of the European Community such as United Kingdom, Germany, and France, to mention a few. They
account for between 2.5 and 6% of the total amount of packets per country. In fourth position we
encounter Latin American countries such as Argentina, Chile, etc., accounting for between 0.5 and
1.5% of the total share. In these countries the main spoken language is Spanish so it is common to
get redirected to a Web page in Latin America when browsing. Also, there are a lot of people from
those countries involved in research in Spain thanks to travel grants or other arrangements. Finally,
we find that there is traffic going to or from nearly all countries although their percentages of the total
are very small (less than 10°% of the traffic). However, their combined traffic accounts for nearly 5%
of the total amount.

On the other hand, in this Deliverable we have performed the same study, but splitting the day into
non-overlapping intervals, and accounting the same parameters (bytes, flows and packets) only for the
traffic generated during the corresponding interval, i.e. we maintain different counters for each interval
and only update those counters for the traffic that is generated within that interval. In addition, we
measure the number of active users within each interval. In what follows, we present these results for
each interval, and compare them with the results obtained without splitting the day into intervals. The
aim is to analysis whether there exists differences between the traffic location depending on the time
frame we analyze the traffic.

D3.3 Traffic Models Public 8 (75)
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4.1 Description of the study

We have split a day into 6 disjoint intervals of the same length (4 hours). These intervals are
summarized in Table 1. We have used the start and end time of the NetFlow records to determine the
time interval a flow should be mapped to. If a flow lasts for more than an interval length (or also in the
case that the flow lasts less than 4 hours but starts and ends in different intervals) we split the
corresponding measures for the flow (i.e. the number of bytes and the number of packets) for each
interval proportionally to the duration of the flow comprised in each interval (e.g. if the flow last from
03:00 to 08:00, then 1/5 of the parameters are assigned to belong to interval number 1 and 4/5 to
interval number 2). Although the measures for bytes and packets are split if the flow belongs to
different intervals, the flow counter is updated for each interval (in order to obtain a measure of active
flows during the interval). Same procedure is applied to IP addresses sourcing the flows. However, in
this case, we only account for different IP addresses in order to distinguish how many users were
sending traffic during the interval (we assume a 1:1 relation between users and IP addresses).

Interval No. | Start Time | End Time
1 00:00 04:00
2 04:00 08:00
3 08:00 12:00
4 12:00 16:00
5 16:00 20:00
6 20:00 24:00

Table 1: Disjoint intervals used in the network traffic locality analysis.

For the study we have analyzed the traffic of 15 universities within the RedIRIS network over an
average period of 86 days between April and July of 2007.

4.2 Results for the analysis of network locality by time intervals

We now present the results for the analysis of the network locality by time intervals as we did in D3.2.
However, we present here only the results for the bytes measurement for the sake of brevity, as we
have found it to be the most representative measure. We divide this section in one subsection for each
traffic direction (i.e. incoming and outgoing), presenting a bar graph with its results. For presenting the
results, we have selected the ten most contributing countries during the whole day. For each of these
countries, we plot the evolution of the number of bytes sent or received (depending on the direction)
for each of the analyzed intervals. It is worth mentioning that although we have selected the top ten
source/destination countries to show the results, such countries does not need to be in the top ten in
each analyzed time interval.

4.2.1 Incoming direction

Figure 1 shows the number of bytes sent to RedIRIS from the top ten sources of traffic for the whole
day. As can be seen in the figure, the most contributing country is the United States for the majority of
the time intervals, except for the night (1* and 2" intervals), where Spain accounts for more bytes. In
addition, this figure shows that the number of bytes sourced in each country also follows a clear day-
nigth pattern, which is close similar to the day-night traffic pattern of RedIRIS.
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Figure 1: Network sources day-nigth traffic pattern for the ten most contributing countries.

However, as the differences between the United States and Spain and the remaining countries in the
top ten are big, we have removed them in Figure 2 to gain insight in the results of the remaining
countries.
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Figure 2: Network sources day-nigth traffic pattern for the ten most contributing countries after
removing the United States and Spain.

In this figure, we can see that the remaining countries within the top ten also exhibit a similar day-nigth
pattern, having its peak in the 4™ time interval (12:00-16:00). The fact that all the top sourcing
countries share the same day-nigth traffic pattern evidences that the incoming traffic in the RedIRIS
network is mainly due to responses to traffic request sent by RedIRIS users, because the traffic
pattern exhibited by each country is not related to the local time (note however that the majority of the
countries have the same timezone), but instead by the time of Spain, which can be seen in the United
States and Canada, whose timezones have at least 5 hours of difference with the Spanish timezone,
but their day-nigth pattern is not displaced according to the time difference with Spain.

4.2.2 Outgoing direction

Figure 3 shows the number of bytes sent from RedIRIS for the top ten destinations of traffic for the
whole day. As can be seen in the figure, the most contributing country is Spain in all the time intervals,
having very large values compared to those of the remaining countries in the top ten. This figure also
shows that the number of bytes destined to Spain also follows the day-night traffic pattern of RedIRIS.
In addition, we see that the day-nigth pattern for the remaining countries is nearly flat, having not
greater differences between different time intervals.
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Figure 3: Network destinations day-nigth traffic pattern for the ten most contributing countries.

For the same reason as in the previous subsection, we remove the most contributing countries (Spain
in this case) to gain insight in the remaining studied countries. This new plot is presented in Figure 4.
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Figure 4: Network destinations day-nigth traffic pattern for the ten most contributing countries
after removing Spain.

In this figure, we find that the day-nigth traffic pattern is not as clearly exhibited as it was for Spain.
However, it is still noticeable for the countries that share timezone with Spain. For the countries that
do not share the timezone with Spain (the United States, Argentina and Mexico), we find a different
day-nigth pattern for each of them. On one side, it can be seen that the United States, despite of
having a timezone difference greater than 4 hours, have a day-nigth traffic pattern similar to the
RedIRIS one. On the contrary, we find Mexico, whose day-nigth pattern is opposite to the day-nigth
pattern of Redl RI S. The peaks
and vice versa. However, we also find an intermediate situation with Argentina, whose day-nigth
pattern is nearly flat. These three situatonssuggest di fferent kinds of
between the day-nigth pattern of the United States and the RedIRIS one suggests that this traffic is
mainly due to traffic requests from RedIRIS users, meaning that Spanish users are highly interested in
content hosted in the United States, whereas United States users are not very interested in content
hosted in Spain. Consequent |-gigth patternio anroppeskepnvayi, wehare
a high interest in content located in Spain explains the highs values in the day-night pattern during
Mexico local working hours, which are not compensated during Spanish working hours. Therefore, the
case of Argentina can be situated in the middle, where the interest is reciprocal, so a similar amount of
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traffic should be due to traffic requests from Spain (during Spanish working hours) and traffic request
from Argentina (during Spanish night hours).

4.3 Number of users

In this section we present the evolution of the average number of users within the different time
intervals. We use different plots for the incoming and outgoing directions, because the differences
between both directions are of several orders of magnitude, where the number of users inside
RedIRIS is between 500 and 2 500, whereas outside RedIRIS this number lies between 30 000 and
70 000.

As can be seen from the figures, the average number of active users (different IP addresses sending
or receiving traffic) also follows a pattern similar to the traffic pattern. However, we find some
differences between the users inside and outside RedIRIS. For the incoming direction (users inside
RedIRIS), the number of users is small and nearly flat during nighttime (as it is the traffic pattern). This
number increases in the 3 and 4" time intervals, which correspond to working hours, and finally
decreases in the last to intervals, which correspond to the time people is leaving work, or has just left
it. Contrarily, for the outgoing direction (users outside RedIRIS), the number of users has the pattern
slightly displaced to the right, i.e. the maximum number of active users is not achieved during the 3"
or 4" interval as expected, but somewhere in between the 4™ and 5" time intervals.

To clarify this fact, we present in Table 2 the percentages of the number of different active IP
addresses during the whole day that were active during the different time frames.

Average Number of Active Users
Outside RedIRIS

80000
70000
60000
50000
40000
30000
20000
10000

Istinterval 2ndinterval 3rdinterval 4thinterval 5thinterval 6thinterval

Figure 5: Average number of IPs contacted by RedIRIS users in the different time intervals.
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Average Number of Active Users
within RedIRIS
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Figure 6: Average number of IPs sending traffic from RedIRIS.

Inside RedIRIS Outside RedIRIS

Time Frame| Active Ips| % from total | Active IPs| % from total

1 565.8 0.15 42493.3 0.20

2 557.8 0.15 34019.5 0.16

3 2315.3 0.62 52956.8 0.25

4 2323.3 0.62 64972.9 0.30

5 1843 0.49 67966.8 0.32

6 889.8 0.24 55292.2 0.26
Whole day | 3723.5 1 213114.7 1

Table 2: Active users per time frame

In this table, the numbers of active IP addresses are summarized for all the time frames and in both
directions. For the incoming direction (i.e. traffic sourced in RedIRIS) the time frames with higher
percentage of active IPs are the 3 and 4, followed by 5. These time frames contain the working hours
in Spain (as these time frames span from 08:00 to 20:00). However, if we pay attention to the
incoming direction, we find that the time frames with the higher number of active IP addresses are now
4 and 5, followed by 6 and 3.

We observe here two effects. On the one hand, the time interval with highest number of active IP
addresses has moved (in the outgoing direction it was time frames 3 and 4, but now it is time frames 4
and 5). This evidences that the day-night pattern cannot be applied directly to the incoming direction,
as the sources of the traffic are foreign countries, which may be on daytime during Spanish nighttime.
On the other hand, the interval with a significant high number of active IP addresses has got wider (in
the outgoing direction we had 3 outstanding time frames, whereas in the incoming direction we have
one more). This can be explained because the outgoing traffic in other countries (which we assume to
also experiment a similar day-night pattern) is the incoming traffic in RedIRIS, so its day-night pattern
gets affected depending on the daytime in other countries sending traffic to Spain. In addition, the time
frames with higher number of IP addresses are not as outstanding when compared with the remaining
ones, which reinforces the argument that in this direction the RedIRIS day-night pattern is affected by
the day-night pattern of the countries that send traffic to RedIRIS.
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4.4 Summary and conclusions

In this chapter we have presented an analysis of the location traffic destinies for RedIRIS networkd
measurements. This analysis has split the day in 6 time frames, and performed a location
characterization for the traffic sent and received within each time frame. In addition, we have also
measured the number of active IP addresses within each time frame, and compared them with the
total number of active IP addresses within the whole day.

The results show a clear day-ni g h't pattern for the outgoing
responsible. This is evidenced by the distribution of active users within the day, that are mainly
comprised within time frames 3, 4 and 5, which are the usual working hours in Spain. The destination
of this traffic is predominantly Spain, accounting for around 60% of the total amount. In second
position we found the United States for all the time frames, which share varies between 6 and 9%. In
third position there are the main European countries, followed by Latin American countries in fourth
position. These results are the same as described in D3.2, which allows us to conclude that the
network traffic locality has a fractal nature (i.e. the distribution is nearly the same independently of the
time instant and of the hours of aggregation).

However, for the outgoing direction we do not find a clear pattern. During night hours, we find that
Spain is the main source of traffic followed closely by the United States. Notwithstanding, during day
hours there is a swap in the positions between these countries, being then the United States the main
source of traffic. These results suggest an interaction between the day-night patterns of the countries
that send traffic to Spain, that superimposes with different time shifts (the different time zones of the
countries) and results in a not clearly distinguishable pattern. This is confirmed by the analysis of the
number of active IP addresses, because there is not any time frame that clearly stands out from the
rest.

5 MAIN TRAFFIC DESCRIPTOR

In this chapter the high level characteristics of the traffic is described. Comparisons have been done
with previous deliverables in order to analyze trends. Regarding network traffic, it can be represented
in various aggregation levels, and various levels of detail, time resolved or not, etc. In this chapter we
have chosen to start with daily and weekly profiles (first sub section). In this sub section it is shown
that the daily traffic profiles in the different networks are quite similar with some slight variations in
peak hours between Spain and Sweden (section 5.1.3). Regarding the weekly profiles, in the Spanish
CMTS network the traffic volume is stable throughout the week whereas in the Spanish GGSN
network there is more activity during the weekend.

In the second sub section, a detailed analysis of the activity of the users shows that in the Spanish
CMTS network the number of subscribers that had any activity has slightly increased comparing
March 2008 and March 2009 (around 9%). However, in the Spanish GGSN network the increase has
been very significant, around 52%, reflecting the fact that the penetration of Internet access in mobile
devices is increasing.

The average bit rate per active user remains stable in the Spanish CMTS network (only 3% increase),
in contrast with the GGSN network, where an increase of 35% has been registered, probably due to
the increasing popularity of the flat rates and more availability of 3G terminals.

The third sub section focuses on traffic modeling for IMS VolP for enterprice users. There are five
typesofIMSDat a; register, notify, subscribe, MmwlP
number of sessions (69%) and fi R e g i takeseaup about 24%. The VolP calls include four types:
completed calls, incomplete calls, rejected and cancelled. Completed calls constitute the largest part
of the VolIP calls, about 68%. The cancelled calls account for about 27%. The measurements also
show that the holding time has peaks in the morning and in the afternoon. The busy hour is from 10:00
to 11:00 in the morning wich can be expected for enterprise users. The number of busy hour VolP
calls account for about 14% of the total VolP calls. The number of calls succeeded in conversation
divided by total number of calls is almost 100% from 0:00 to 7:00 in the morning but during daytime it
decreases to 70%. This indicates potential quality problems for VoIP calls.

In the forth sub section, Round Trip Time (RTT) analysis is presented based on the measurements in
the Spanish commercial network. Round trip time (RTT) is the time required for a packet to travel from
a source to a destination and back. In this analysis, the method of measuring RTT is via the TCP SYN
and SYN-ACK packets. Every packet has a timestamp and the RTT is calculated by the time
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difference between a certain SYN packet and the corresponding SYN-ACK packet. This is a method to
measure the delays that have significant impact on user perceived quality of numerous applications.

5.1 Daily and weekly profiles

The daily and weekly volume profiles are shown in this chapter, as well as a peak hour analysis. The
analysis in this report is based on measurements performed in access networks in Sweden and Spain.
The residential user measurements include the access technologies DSL and FTTH (Sweden
municipal network), CMTS and Mobile (Spanish operator network). Details on the networks and
subscribers are found in the TRAMMS Deliverable D3.1 . A comparison is made with the previous
years to analyse changes. .

5.1.1 Daily profiles Swedish fiber network, comparison between 2007 and 2009

The daily profiles for inbound, outbound and total traffic are analysed for September 2007 and
September 2009. The network segment under study is the FTTH customer segment. The total traffic
per IP has grown slightly over these 2 years, which is seen in the figures below. It is customary that
the total Internet traffic increases by 60 i 70 % per year in Western Europe ™, and in this light, the
traffic increase e.g. during peak hour seems small. It should be noted, though, that the total Internet
traffic metric does not take into consideration if the number of users change. The number of users in
the network under study is quite stable, and we have also chosen to present traffic per household.
Nevertheless, the traffic increase in two years is small, and for one of the directions, namely outbound,
the traffic per household has decreased. One major reason for this is the traffic decrease that occured
at the IPRED directive enforcement in Sweden on the 1sth of April 2009, where the P2P file sharing
traffic dropped by approx 50 %. This has lead to dramatic changes in the traffic characteristics. Where
the high bandwidth symmetric fiber connections usually had a significantly larger uplink traffic than
downlink, now these two are more or less of the same magnitude, which is seen in the figure below.
The uplink traffic is still slightly larger all through the day, but the difference is significantly smaller than
in 2007.
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Figure 7. Daily profiles for September 2007 and September 2009. The traffic data has been
normalized to the number of active households.
5.1.2 Daily profiles Spanish network comparison between 2008 and 2009

In this section, the daily profile is presented for both the fixed and mobile network in March 2008 and
March 2009. A total of 23 days were analyzed in all cases. In the fixed network 107,8 TiB were
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analyzed from March 2008 and 122 TiB from March 2009. In the mobile network, 316,9 GiB were
analyzed from March 2008 and 647,8 GiB were analyzed from March 2009.

In CMTS in March 2008 there were 7226 users that had any activity. In March 2009 there were 7906.
In GGSN in March 2008 there were 647 IPs that had any activity. In March 2009 there were 981 IPs.

The number of users in the networks has remained unchanged between 2008 and 2009. Regarding
the active users, in CMTS there has been a slight increase in 2009 while in GGSN the increase has
been significant. In order to correctly interpret the results, it is necessary to take into account that
77,5% of the CMTS households are residential. The rest of them are enterprise users, mainly SoHo
(17,9% of the total number of users).

Figure 8 shows the fixed network daily profile in March 2008 and March 2009.
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Figure 8, CMTS daily profile (Spanish network measurements from March 2008 and March
2009, 23 days each month)
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Figure 9, GGSN daily profile (Spanish network measurements from March 2008 and March
2009, 23 days each month)

Comparing the GGSN daily profiles from 2008 and 2009 the shape of the downlink traffic has changed
significantly, since there are more active users and the average traffic volume of each user is higher.

The daily profiles are also shown for longer periods of time: 58 days from March, April and May 2009
in CMTS and 82 days from March, April and May 2009 in GGSN in order to see how the profile
changes depending on the length of the selected period, in Figure 10 and Figure 11. The number of
users that had any activity in CMTS was 9471. In GGSN 1154 IPs were active. 303,3 TiB were
analyzed in CMTS and 2445,4 GiB in GGSN.
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Figure 10, CMTS daily profile. Spanish network measurements from March 2009 (23 days) and
from March, April and May 2009 (58 days)

The CMTS daily profile remains very similar if a period of 23 or 58 days is considered. This is due to
the large number of active users in the network.
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Figure 11, GGSN daily profile. Spanish network measurements from March 2009 (23 days) and
from March, April and May 2009 (82 days)

In the case of GGSN, if we consider 82 days instead of 23, we can see a smoother daily profile. The
figure shows a clearer peak from 8 p.m. to 9 p.m.
5.1.3 Peak hours in the Spanish network

The peak times (in terms of volume) of the Spanish network for CMTS and GGSN are presented in
Table 3.

Network Peak downlink Peak uplink Peak Total
Spanish CMTS March | 4 p.m. to 10 p.m. 4 p.m.to 11 p.m. 4 p.m. to 10 p.m.
2008 (23 days)

Spanish CMTS March | 3 p.m.to 9 p.m. 4p.m.to 9 p.m. 4p.m.to 9 p.m.
April and May 2009 (58

days)

Spanish CMTS March | 5p.m.to 9 p.m. 6 p.m.to 11 p.m. 5p.m.to 10 p.m.
2009 (23 days)

Spanish GGSN March | 7 p.m.to 8 p.m. 3p.m.to9p.m. 7 p.m.to 8 p.m.
2008 (23 days)

Spanish GGSN March | 8 p.m.to 9 p.m. 5p.m.to 9 p.m. 8 p.m.to9 p.m.
April and May 2009 (82

days)

Spanish GGSN March | 7 p.m.to 9 p.m. 8 p.m.to 11 p.m. 8 p.m.to 9 p.m.
2009 (23 days)

Table 3, Downlink, uplink and total peak times (in terms of volume) in the fixed and mobile
Spanish networks

As a comparison, it can be mentioned that the peak hours for the Swedish fiber and DSL network are
17-23. It is worth to note that in CMTS the peak time include many hours (around six hours during the
evening) both for the uplink and the downlink traffic.

5.1.4 Weekly profiles Spanish network comparison between 2008 and 2009

In this section, the weekly profile is presented for both the fixed and the mobile network in March 2008
and March 2009, in the Figure 12 and Figure 13. The same data as in the Spanish network daily
profile comparison was analyzed, with a total of 23 days. For more details about the amount of data
and number of active users please refer to the Spanish network daily profile comparison section.

Preliminary studies have been made also in the Swedish networks, and the results are quite similar to
the ones in the Spanish networks.
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Figure 12, CMTS weekly profile (Spanish network measurements from March 2008 and March
2009, 23 days each month)

Please note that the difference between the Figure 12 and the one presented in the deliverable D3.1 is
that in the D3.1 the easter week days were not taken into account (from 12 March to 17 March 2008
included). In the D3.1 the 30 March 2008 was considered for the analysis.

Comparing 2008 and 2009, the CMTS weekly profile remains approximately the same, except that
there is more traffic in 2009. The profile is very stable throughout the week, both in downlink and
uplink directions.
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Figure 13, GGSN weekly profile (Spanish network measurements from March 2008 and March
2009, 23 days each month)

Please note that the difference between the Figure 13 and the one presented in the deliverable D3.1 is
that in the D3.1 the 30th March 2008 was considered for the analysis.

Comparing 2008 and 2009, the GGSN weekly profile shows a much higher traffic volume (more than
the double in the case of the downlink) and also it should be noted that in 2009 there is clearly more
activity during the weekend days than during the week, regarding the downlink traffic.
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The weekly profiles are also shown for longer periods of time: 58 days from March, April and May
2009 in CMTS and 82 days from March, April and May 2009 in GGSN in order to see how the profile
changes depending on the length of the selected period, in the Figure 14 and Figure 15. The same
data as in the Spanish network daily profile section was analyzed. For more details about the amount
of data and number of active users please refer to the Spanish network daily profile comparison
section.
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Figure 14, CMTS weekly profile. Spanish network measurements from March 2009 (23 days)
and from March, April and May 2009 (58 days)

The CMTS weekly profile remains very similar if we consider a period of 23 or 58 days. This is due to
the large number of active users.
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Figure 15, GGSN weekly profile. Spanish network measurements from March 2009 (23 days)
and from March, April and May 2009 (82 days)

In the case of GGSN, if we consider 82 days instead of 23, we can see a smoother weekly profile. The
figure confirms that the peak time occurs during the weekend.
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5.2 Active users, average bit rate per active user and UL/DL volume

This analysis shows the trends in the average bit rate of each active user, in the number of active
users and in the downlink percentage of the traffic, comparing the years 2008 and 2009. A MAC or IP
is considered to be active if any activity is detected during the period analyzed. The number of
potential users has remained unchanged between 2008 and 2009 and is around 10.000 in CMTS and
250.000 in GGSN. The results are shown in Table 4.

Network Number of active | Average total bit rate | Downlink / Total

MACs (in CMTS) or | per active MAC (in

IPs (in GGSN) CMTS) or IP (in

GGSN) in kbps

Spanish CMTS March | 7226 66 54,74%
2008 (23 days)
Spanish CMTS March | 9471 56 56,53%
April and May 2009 (58
days)
Spanish CMTS March | 7906 68,3 56,06%
2009 (23 days)
Spanish GGSN March | 647 2,12 75,77%
2008 (23 days)
Spanish GGSN March | 1154 2,57 82,77%
April and May 2009 (82
days)
Spanish GGSN March | 981 2,85 84,22%
2009 (23 days)

Table 4, Evolution of the number of active users, average total bit rate per active user and
downlink percentage of the traffic (Spanish fixed and mobile networks in 2008 and 2009)

In the fixed network, the number of active users has slightly increased in 2009 comparing to 2008.
This means that the users use more frequently their Internet connections. In the mobile network, the
increase has been significant, probably due to the increasing popularity of the flat rates.

In the fixed network the average bit rate per user has remained very similar in 2009 comparing to
2008. However the access speed has been increased to a greater extent (the double). This means
that in some years the traffic could be more bursty, making more difficult the optimization of the
network resources.

In the mobile network, the average bit rate per IP has increased significantly, a 34,9%. This is
probably an effect of the increasing popularity of the flat rates and more availability of 3G terminals.

Both in CMTS and GGSN the percentage of the downlink traffic is higher in 2009 than in 2008 (in
GGSN it is more noticeable). This is due to the lower volume of P2P traffic (the P2P traffic usually
dominates the uplink traffic).

5.3 Analysis of Enterprise VoIP Traffic from a Wire line IMS

The original plan was to analyse traffic from Enterprise users in the Swedish and Spanish networks
that has been used to analyse traffic from residential users. However, it has not been possible to
identiy the enterprises users within the networks and therefore the study was changed towards an
analysis of the characteristic of the IMS. This chapter is based on a Thesis work at Malardalen
University by Yu Bai supervised by Tord Westholm at Ericsson.

IMS VolP traffic data with 10000 enterprise users was captured during 41 hours in March 2009. A
traffic analysis tool designed by Tsinghua University in cooperation with Ericsson was used to identify
the data in form of the types of session and types of VolP call.

The IP Multimedia Subsystem (IMS) is an architectural framework for delivery of Internet Protocol (IP)
multimedia services. It uses an open-systems architecture that supports a range of IP-based services
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over both wireless and wire line networks. SIP (Session Initiation Protocol) is used for the voice
service in IMS.

The trace file from the tool shows the source IP, destination IP, source port, destination port
and IP-protocol as well as start time, end time, packet count, total size and application types. The
parameters in the file enables identification of different applications types.

The stat file from the tool gives information about applications types, flow number, packet number,
total size and application percentages.The IMS data is captured by TCP-dump. The TCP-dump can
completely intercept the header of data packet sent by network and enable the analysis. It supports
network layer, protocol, host, network or port filtering. The TCP-dump also provides source code, and
opens the interface. Hence, it has strong scalability.

The most comprehensive application in IMS is VolIP calls followed by video calls. So our research
point is the VoIP call. The details of IMS data can be catched using Wireshark. The IMS data has
many parameter types, such as VolP call, register, notify and subscribe. About 90% of the data uses
SIP protocol. VolP calls have some different sessions, such as complete, in call, cancel, rejected and
the call set. These sessions represent the different courses of the VolP call.

5.3.1 Session types distribution

Notify: It means return current stat information

Subscribe: When a user wishes to receive information about the status of a service
session, a subscribe request is sent to a server.

Register: Used by a user to notify its current IP address

VolIP call: Build a conversation in the current time

session type

I

[ TJregister
[ subscribe
I rotify

24%

69%

Figure 16, Session type distribution

Figure 16 show that most of the sessionsa r e fi s u 69%).r Retge &i$ $ecord biggest with
24% of the sessions. The VolIP calls themselves are only 6% of the total number of sessions. The sum
of the #fAunknoareléssthan d%. Mosbof thefsgssions are subscribe and register. They
are only the courses of building a call but not an integral call.

Figure 17di spl ays the typeds distribution with packets an
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packets o;i}t;é:y session [ bytes Ofivig sessian — Jo—
- I olP 12% [
[register Cregister
[ subscribe I subscribe
I ity I rotify

oo

58% 67%

Figure 17, number of packets and bytes per session type

The figures display the types of the session with respect to number of packets and bytes. It can be
seen that the percentage distribution of the two figures are similar to the figure above. But most of the
number of the packets and bytes are register, and next is subscriber. This appearance illustrates that
t he sessi onsthame dimdy mgadte ahd many bytes.

53.2

Rejected: When the call has a busy tone or has an error, it will use rejected.
Cancel: It is used to cancel the previous request initiated by the client.
Incomplete: The call is not over.

Completed: The call is over.

VolIP types distribution

“olP type
5%

-completed
l:lincomp\ete
[ cancel

[ ] rejected

2%

< 1%
BE8%

Figure 18, VolP type distribution

533

The time difference to calculate the holding time. The monitor tool, Wireshark, capture one packet
using TCP-dump and then save it in the hard disk. The monitor tool adds some information on the
header automatically. The information includes a time stamp, and it is the time of capturing the
packets. One session includes many packets, so the holding time is the time difference between the
first sessions to the last session. The shortest holding time is about 0,02 s and the largest duration is
over 2 h.

Holding Time Analysis

The holdingtime: al |l successful completed callsd holding tin

The probability of the VoIP call: the probability of all the successful completed calls
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Figure 19, holding time of completed calls

Figure 19 shows all the holding time of completed calls. It illustrates that the shortest duration is less
than 0,02 s, and the largest duration is above 2h. In the data, the completed call is beginning with

keyword Al NVI TEO and endi ng anlyhdve thogpackets with kepviME O .

ABYEO but not wi tdonsiddr tNis&/MolP Eall as cameleted | Irssach a case, the
duration time is very short. But this state is only a little part, less than 0.01%. The figure shows that
about 5% of the VolIP call duration is below 1 second and 10% of the VolP calls are less than 10
seconds. About 75% of the VoIP calls are less than 100 seconds and the longest VolP call is close to
three hours. This figure shows directly the relation between holding time and the probability of VolP
call.

534 Sessionbébs holding time ( Max, Mean and Min)

The duration time: The duration time of capturing the data.

The session holdingtime: The compl eted Vol P callsd holding

Figure20,Sessi ondés holding time (max, mean and min
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