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Abstract

The TRAMMS project littp://projects.celtignitiative.org/trammg/ has devimped an inta-
sive work in two convergent topics:

1.Deweloping hardware and software tools for IP traffic measent

2.Analysing access traffiand developing models for analyzing usehaviour.

This newsletter summarizes the first point main achievements of the project. Most of them
have been already showndifferent workshops, including CELTIC event, and disseminated

in conferences and journals. Their pemfiance as for delay accuracy measurement, bandwidth
availability monitoring and topology description will be exposed. Their applicationsnas co
mercially exploitable products will also appear as a natural extension of the prpoiaah

to get mutual feeding from developments aiming at the two topiegigbfocus will be put
onthe improvement in measuremexticuracy and their capabilities to monitaftic in order

to prevent fraud and analyse beticks. Previous newsletters and other project docuasent
tion from TRAMMS can be found at the project web site.

Introduction

The evolution of public networks,rém circuitswitchedto packetswitched transimsionand
convergent services supported by a unique infrastrydtasded both network operators and
savice providers to look for new mechanisms of Quality of Service (QoS) control. These, in
turn, must rely on IP traffic monitoring since this is thgdr of convergence for all services.
This way, coseffective sytems to manage networks and guarantee the perceived QoS can be
developed on a netwoitentric approach. But they require efficient traffic monitoring. In fact,
the traffic measurements allomot only detecting failures in the network behaviour but also
providing the basis for future tveork dimensioning and modelling of user behaviour to serve

" A bottleneck is defined as the maximum capacity of the slowest link over a communication path. This,
in turn, is the available bandwidth for a residential user when accessing the Internet, and it is what bot-
tleneck analysis aims to measure
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as knowledge substrate for market analysis, dimensioning of future infrastructures atid detec
ing posible hacking or fraud practises.

The devices presented in this document do not cover all topics fom@agiement but they
provide information for analysis ofbottlenecks in the meork as forensic tools: Routing,
bandvidth availability and delayepostories. Integration and validation tests have been d
signed and carried out. Some direct applications of the tools have been carried out by network
operators while ¢ers are currently being integrated in a public network for academiainstit
tions to perfom field tests. Also standardization initiatives have been carried out by some
partners of the project. Nevertheless, no real data cross checkingttfendxk analysis or

fraud detection have really been performed since doailines a long period of datcollection

and further software developments.

Network monitoring can be achieved by either active or passive methods; the former ones use
probes to inject packets into the network; the second ones use probes to inspect client packets
and so characterizeetwork performance for dérent applications. TRAMMS hateveloped

several products to measure Key Performance Indicators (KPI) of an IP network, casering
pects such gsoint-to-point (p2P) performanc¢eouting and available bandwidth.

P2P QoS analysers

The delay of packets to reach their destination is a first measure of QoS due to its relevance
for real time applications and siddfects to packet loss. Aitibnally, by means of filtering

and extrapolating data, one can have a mdde idea of thdink availability or bandwidth

that can still be used for datagrammansport. A set of active measurement tools, the
NETAUDITOR, with OAM (Operation Administration and Maintenance) capabilities at layer

2 (Ethernet) of the connections has been developddested in TRAMMS to diagnosing
eventual e2e (entb-end) problems by finding bottlenecks in precise links.

The NETAUDITOR system has been formatted for commercial utilizatilonviag to infer
jitter, packet loss and packets out of order aside fronmdsitavith the following functional
characteristics:

A Measurement over the whole path
A Constant monitoring in real time from the central offices
A Collection of historical statistics

When integrated in a framework of network supervision, NETAUDITOR helptwork @-

erator to detect bottlenecks, as well as underused paths. In order to achieve this, TELNET has
improved both hardware and software to gain speed of calculation (use of FPGA, for instance)
and make the system OAM maEgement compliant.

The systeniis completed with a user interface (Fig.1) to perform different types of network

monitoring and record reports for daily network management.
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Figurel. Advarced NETAUDITOR measurement toolam window

E2E Bandwidth Available in Real Time

Another active method BART
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accurate time stamping of sent and received probe packetssTxemplified in Fig. 2 (cf.
TRAMMS Newsletter #4). The path available capacity is defined as the minimum lin&-capa
ity for a set of consecutive links that constitutes theterehd path.
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Figure 2:BART active probing scheme

Iy

Receiver

BART has been evaluatéd TRAMMS to get traction and customer recognitioroider tobe
offered as a product of its own or as part of a bigger offering, in scenaridsadyplto the
potential users. In parallel, BART developers carried out an important stezadianrelated
to traffic measurement methods in the Flllto support interoperability of such kind of tools.

Passive probes for one way delay measurements

Aside from sending pings and measuring the complete round trip of #ggatas, a way to

measure e2e delaysigsa chr oni zi ng

| ayo

( OWD) can be

sour ce
measur ed.

and
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GPS synchronization to obtaieldy, jitter, etc., as shown in (Fig. 3).
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Figure 3: OWD measurement systanchitecture

The implementation othis design was carried out byieans ofan Argos Network Card
(ANC) in both enéhosts of a communication: The time difference between the clocks in both
ANC is in the order of nanoseconds, which allows measuring OWDtenghof nanoseconds
precision. In fact, the ANC is composed of a NetFPGA card commercialized by the igh Pe
formance Network Group of Stanford University, and two Printed Circuit Boards (P@B) sp
cifically designed by one of the TRAMMS partners. These P@Bsto allow ®rial R}11
connectivity to the NetFPGA card, in order to let the NetFPGA be synchronized by GPS. A
ditional software was obviously required to extract high precision timestamping measures in
an opestional way.

This OWD system has been shoemd tested in different workshops andficamonitoring
infrastructures.

BGP routing monitoring by passive probes

In addition to delays and bandwidth measurement systems, passive probes were designed, d

veloped and tested for BGP data extraction aimaingpllectingdatafrom different AS routers

in a central repository (see fig. 4): The probes are directly linked to the border routers which

receive announces and routing tables from other routers (of other autonomaumsssysthe

probes, in turn, sendata to the repository at regular intervals. The probes are silent for the
network since they only fAhear o BGP m#asages b
repository (off line).

The system was presented in the 2009 CELTIC event with simulatedrBf@& A field test

has been launched in cooperation with the Spanish academic n®adiRIS Thus Apocket
devices for BGP data capture, developed from Quagga free software, provide BGP data to

feed acentral repositorat a low cost, compared keavier infrastructures

Central Repository
@ Border router

@&  BcPProbe

Figure 4: BGP routing data extraction to a central repository through passive probes
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DPI and tools for traffic characterization

In order to analyse traffic for user behaviour modelling and applications supervision, DPI
(Deep Packet Inspection) tools as wellNetFlow were used in TRAMMS. The purpose of
this activity was to analyse user behaviour iatieh to applications used as well as in relation

to access infrastructure. More information on the traffic analysis will be found in the next
TRAMMS newsetter, due in February 2010.

NetFlow based analysis was performedRedIRIS the academic Spanish network. The mon
toring arrangements are shown in Fig. 5.

A TRAMMS project partner, Procera Networksppided a specific tool for DPI that allows
performing of traffic modelling and user behaviour analysis, namelP#uog&etLogic It uses
DPI and heuristic models to characteriBebased jgplications and protocols. Although the
product was not developed within TRAMMS, it has benefited from the cldsaboaation
with other partners for e.g field testing, further development and advancibddke

Figure 5: Tesbed to store Bdlris traffic data and analyze it through passive monitaring

Expected impact and exploitation plan

The TRAMMS project has produced new devices, software developments and performed field
test studies. Thus an ample set of products were checked for pikeabiity within selected
scenarios as a direct benefit of the intermalperation between the TRAMMS parthers.

The expected impact of these products, as far as their commercial exploitation concerns, is
summarized below, in terms of potential users:

1) Network operators that look for standardized network management systems: Probes
for monitoring IP traffic allow them to develop cestective networlkcentric control
architectures to minimize the CAPEX and OPEX (capital and operational éxpend
tures respeotiely) when providing connectivity services with QoS guarantee (Fig. 6).
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